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The UM Virtual Private Network (VPN) is available to all University of Michigan students, faculty, and staff 
who have a valid U-M uniqname and UMICH  password.  It provides an encrypted VPN for all network-
computing needs.  Using the Cisco VPN client, along with the appropriate UM VPN profile, provides a 
secure computing experience when accessing a University of Michigan network from a remote location or 
when using a wireless connection.   

Privacy is achieved through the use of a tunneling protocol and security procedures.  Using a VPN involves 
encrypting data before sending it through the public network and decrypting it at the receiving end.  An 
additional level of security involves encrypting not only the data but also the originating and receiving 
network addresses.  This makes good business sense by minimizing the security risks inherent in data transfer 
across the Internet.  

Advantages to using a VPN: 

1. Upon authentication with a uniqname and Password, the VPN concentrator assigns an IP address to the 
connection.  A University IP address is required to access some services that are restricted, such as library 
databases.  

2. By using the VPN client you will have greater ease getting UM Exchange email from a remote location. 

Installing the VPN Client  

Even if you already have the Cisco VPN client installed on your computer, you will need to download and 
install the UM VPN Remote Access or UM Wireless VPN profile(s).   

Vista users:  During setup, you will get many pop-up windows asking if you would like to continue ° simply 
dmjdl aYES' on each window to continue.  

Mac users:  The VPN client and instructions are at http://itcom.itd.umich.edu/vpn/software/mac.html.   

 Make sure you are connected to the internet.  Wireless connections are typically too slow for downloads, 
so an Ethernet or high-speed internet connection is recommended. 

 Download the Windows VPN client from http://itcom.itd.umich.edu/vpn/software/win.html.  You will 
be asked to authenticate with your Uniqname and Kerberos password. 

 Save the program to your desktop.   

 Close all programs, including your web browser. 

 Double-click the Cisco-VPN installer icon and 
dmjdl aSvo' jo uif SECURITY WARNING  window. 

 

http://www.itcom.itd.umich.edu/vpn/docs/faq/vpn.html
http://www.itcom.itd.umich.edu/vpn/software/
http://itcom.itd.umich.edu/vpn/software/mac.html
http://itcom.itd.umich.edu/vpn/software/win.html
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 Dmjdl aOfyu' jo uifWELCOME window. 

 

 Bddfqu uif Mjdfotf Bhsffnfou boe dmjdl aOfyu'/ 

 

 Keep the default Destination Folder ° click 
aOfyu'/ 

 

 Wait until the installation and setup are 
complete.   
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 Dmjdl aGjojti'/ 

 You must reboot your computer. 

 
 

Using the VPN 

 Find the Cisco System VPN Client in the START  menu. 

 

 Choose UM-off-campus-access or  
UM-on-campus-wireless.  Cmjdl aDpoofdu'/ 

 

 Login with your uniqname and Kerberos password. 

 Check the system tray to make sure you are connected: 
o If the VPN is working you will see a closed padlock. 
o If the VPN is not connected you will see the padlock open. 

  

 


