BEAEMICHIGAN Windows XP/Vista
VPN for Students

The UM Virtual Private NetworKVPN) is available to all University of Michigan students, faculty, and staff
who have a valid-WM unigname andUMICH passwordIt provides an encrypted VAL all network
computing need4Jsing theCisco VPN clientalong with the appropriateMUVPN profile provides a

secure computing experience when accessing a University of Michigan netaagdaiaimlocation or

when using a wireless connection.

Privacy is achieved through the use of a tunneling protocol aityl meaeduresUsing a VPN involves
encrypting data before sending it through the public network and decrypting it at the receAimg end
additional level of security involves encrypting not only the data but also the originating and receiving
netwok addressesThis makes godalisiness sense by minimizing the security risks inherent in data transfer
across the Internet.

Advantages to using a VPN:

1. Upon authentication with aigname and Paword, the VPN concentrator assigns an IP address to the
connectionA University IP address is required to accesssarvices that are restricsedh as library
databases.

2. By using the VPN client you will have greater ease getting UM Exchanfferaraaiémote location.

Installing the VPN Client

Even f youalreadyhave the Cisco VPN client installed on your compotewill need to download and
installtheUM VPN Remote Access or UM Wireless VPN p(sfile

Vista usersDuring setup, you will get many pop windowsasking if you would like to continisimply
d mjYdslon each widowto continue

Mac usersthe VPN client and instructions ardatip://itcom.itd.umich.edu/vpn/software/mac.html

e Make sure you are connected tantieenet. Wireless connections are typically too slow for downloads,
so an Ethernet or higdpeed internet connection is recommended.

e Download thaVindows VPNclient fromhttp://itcom.itd.unth.edu/vpn/software/win.htmYou will
be asked to authenticafli¢h yourUnignameandKerberogpassword

e Save the program to your desktop
e Close all programmcluding your web browser

o Doubleclick theCisceVPN installer icon and [ Open File - Security Warning =)
dmj dl aSeuelty WARNINGIWINdow.

The publisher could not be verified. Are you sure you want to
run this software?

Mame: ...Dan Green\Downloads\Win-5_0_02_0090-K9.exe
Publisher: Unknown Publisher

B 1
Type: Application
From: C\Users\Dan Green\Downloads\Win-5_0_02_00...

Run || Cancel |

| Mlways ask before opening this file

i ¥ ) This file does not have a valid digital signature that verifies its
@- publisher. You should only run software from publishers you trust.
How can | decide what software to un?
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http://www.itcom.itd.umich.edu/vpn/docs/faq/vpn.html
http://www.itcom.itd.umich.edu/vpn/software/
http://itcom.itd.umich.edu/vpn/software/mac.html
http://itcom.itd.umich.edu/vpn/software/win.html

e Dmj dl a Q¥eycaMeEwindow. u i f
Welcome to the Cisco Systems
VPN Client 5.0.02.0090
Installation Wizard

Itis shongly recommended that you ext all Windows programs
before running this setup progiam

Click Cancel to quit the etup progiam, then close any programs
you have unning. Click Next to cotinue the installation.

WARNING: This program is protected by copyright law and
international bizaties.

Unauthorized repraduction or distibution of this program, or ary
portion of it may resul in severe civil and ciminal penalies. and
will be prosecuted ta the masimum extent possible under law

<Back

[ Bddf qu ui f MJ df ot f B h 5 Cisco Systems VPN Client 50020090 Setup =

I License Agreement

You must agree with the license agiesment below ta proceed.

Client Software License Agreement of Cisco Systems -

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 1S
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES" ON THIS SCREEN, YOU
INDICATE THAT Y'OU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES".

IF ¥OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

'WILL BE DENIED ACCESS TO THE SOFTWARE. -~

‘actept ihe icense agizemert
I do ot accept the license agieement

Beset | [ <Back |[ New> | [ Cancel

o Keep the defaulestination Foldeclick 3l Cisco Systems VPN Client 50.02.0050 Setup =
aof yu ' Destination Folder

Select a folder where the application will be installed.

The Wise Installation Wizard will install the files for Cisco Systems %PN Client
5.0.02.0090 in the following Folder.

Tainstall into a different folder, click the Browse button, and select another folder
“ou can chooge not ta install Cisco Systems YPN Client 5.0.02.00390 by clicking Cancel
to exit the Wise Installation Wizard

U Destination Falder

I C:\Program FileshCisco Systems\WPMN Clients

U

i

i

| [ < Back ][ MNext > J l Cancel ]
e Wait until the installation and setae J! Cisco Systems VPN Client 5.0.020090 Setup =

Complete Updating System

The features you selected are currently being installed

Registering class servers...

Class |d; {0BE35202-8F91-11CE-9DE 3-0044004BB851}

Time remaining: 5 seconds

Cancel
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° D m] d | a GJ 0 J t | ' / ﬁisoSystemsVPNCIientS.OAOZ.OMOSetup (=HACT
\ Cisco Systems VPN Client

5.0.02.0090 has been

successfully installed.

Click the Finish button to exit this installation.

e You must eboot your computer.

ﬁ Installer Information &J

“You must restart your system For the configuration changes made
to Cisco Systerns WPM Client 5.0.02.0090 to take effect. Click
=" Yes lorestart now or Mo if you plan to restart manually later,

Il _ /| <Back Cancel

Using the VPN
e Find theCisco System VPN CliertheSTART menu. = Adobe Acrobat s Professional

© Adobe LiveCycle Designer 8.0
@ Default Programs Dan Green
& Internet Explorer
53] Microsoft Office Communicator 2007 Documents
Microsoft Office Excel 2007
- Microsoft Office Outlook 2007 Pictures
(& Microsoft Office PowerPoint 2007
Microsoft Office Word 2007
©. RSB Virtual Lab Client
[[Z] Windows Calendar
Windows Contacts
5 Windows Defender
&2 Windows Live Messenger Download
(] Windows Mail
[ Windows Media Player Network
Windows Meeting Space
B windows Movie Maker Connect To
Windows Photo Gallery
£ windows Update Control Panel
| Accessories
. Cisco Systems VPN Client | Default Programs

Music

Search

Recent Items

Computer

Back Help and Support

Start Search

e Choos&JM-offcampusccess
UM-oncampusvirelessGnj dI  aDpo

e Login with your unigname and Kerberos password.

e Check the system tray to make suneaye connected:
o Ifthe VPN is working you will see a closed padlock.
o If the VPN is not connected you will see the padlock
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